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1 Introduction
This document is intended to provide an introduction to the networking facilities provided by the X200 Digital Video Recorder and to assist with the configuration and interoperation between it and other networked computers.
Connection to the X200’s built-in 10Mb/s Ethernet network adapter is via a standard RJ45 socket and from this a connection can be hardwired or via a wireless bridge device such as the Netgear ME101.

[N.B.  The X200 is equipped with two RJ45 sockets, only one of which can be used for networking – the other is used for connection to a X201 reviewer.  The sockets are labelled – the correct one to use for networking is immediately adjacent to the 9 pin D-type serial port socket.]
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Figure 1 - Typical X200 Wireless LAN Configuration

2 Configuration

Configuration of the X200’s networking parameters is done via the menu system accessed using a X201 reviewer.  The LAN (local area network) menu option presents the user with fields which allow the IP address, the subnet mask and the default gateway values to be set.  It also allows the user to interrogate the unit’s unique MAC address.
The X200’s LAN menu page is similar to that shown below:
            |  LAN  |     
   IP ADDRESS:  > 10.  0.  0.  1
   SUBNET MASK:  255.255.255.  0

   GATEWAY:       10.  0.  0.254
    PING TEST ...
   MAC:        00:0F:B4:00:0A:48
2.1 Unit MAC Address

All network devices include a unique media access control (MAC) address used to identify it on a network.  The address is a 48 bit number, usually represented as 6 bytes – each byte written in hexadecimal notation.

[On the menu, each hexadecimal byte value is separated by a colon.]

All Timespace Technology devices have a MAC address which begins 00 0F B4 followed by another three bytes.

e.g.  00 0F B4 00 0A 48
The X200 LAN menu option allows the user to display its MAC address which may be useful in configuring access control with wireless networks.
2.2 IP Address

For devices communicating on a network, messages must identify the source and destination with an address.  The IP (internet protocol) address is a 32-bit number that uniquely identifies a device connected to the network and is usually represented in a dotted decimal form.

e.g.  10.0.0.28
[The IP addressing scheme is defined by the Internet Engineering Task Force (IETF) document RFC 791]
2.3 Subnet Mask

The subnet mask is used to determine what subnet an IP address belongs to. An IP address has two components, the network address and the host address.  Subnetting enables a network administrator to further divide the host part of the address into two or more subnets. In this case, a part of the host address is reserved to identify the particular subnet. 

The subnet mask is the network address plus the bits reserved for identifying the subnetwork. (By convention, the bits for the network address are all set to 1.)  As a mask, it can be used to identify the subnet to which an IP address belongs by performing a bitwise AND operation the mask and the IP address. The result is the subnetwork address. 

2.4 Default Gateway

This is the address of the ‘gateway’ in a network that a computer will use to access another network if a gateway is not specified for use.  In a network using subnets, it is the address of the router that forwards data traffic to a destination outside of the subnet of the transmitting device. 
2.5 Ping Test ...

Selecting this option will bring up the ‘ping test’ menu which is similar to that shown below. 
          |  PING TEST  |     
   PING ADDRESS:   10.  0.  0.  1
   >DO PING TEST  |REPLY RECEIVED|
   BYTES SENT:               3988
   BYTES RECEIVED:           5304
Enter the destination IP address of the unit you want to test communication with on the ping address line and then select ‘DO PING TEST ...’.  If the destination receives the ping message and replies within 10 seconds then ‘REPLY RECEIVED’ is displayed; otherwise ‘NO REPLY’ is displayed.

[See the troubleshooting section for further details about ‘ping’ and instructions on how to initiate a communications test from a computer attached to the network.]

The ‘BYTES SENT’ and ‘BYTES RECEIVED’ fields update in real-time to show how many bytes are being transferred to and from the X200 and can provide further indication of data transfer.

3 WLAN

3.1 Wireless Ethernet Bridge

3.1.1 Connection

The X200 Digital Video Recorder is connected to a network via a standard RJ45 network socket.  For a wireless LAN, a direct connection can be made from this port to a wireless bridge device (such as the Netgear ME101) using a cross-over cable (usually supplied with the wireless bridge.)
3.1.2 Configuration

Because wireless devices from different manufacturers provide different facilities, configuration is usually performed using a proprietary utility supplied with the device.  The configuration process usually involves connecting the device to a network equipped PC and running the utility to set up the security and encryption settings.  It will also be necessary to select the correct SSID (service set identifier) which is a 32 character string used to identify one wireless network from another.  Refer to the installation guide included with the network bridge for more specific details.

3.2 Wireless Router

3.2.1 Configuration

Two standards are typically in use for the encryption of data transferred over a wireless network – WPA (wireless protected access) and the older legacy system; WEP (wired equivalent privacy).  The use of either necessitates the configuration of all wireless devices employed on the network.
[Where problems are being experienced establishing connection between wireless network devices, it is recommended, where possible, to first establish reliable communication with encryption turned off.]

3.2.1.1 WEP (wired equivalent privacy)

The WEP security standard uses a key (64 or 128 bits long) to encrypt and decrypt data sent over the wireless connection.  All devices on the same network must be configured with the same key.
3.2.1.2 WPA (wireless protected access)

The WPA security standard uses a pass-phrase key to encrypt and decrypt data sent over the wireless connection to ensure privacy.  All devices on the same network must be configured with the same key and encryption technique (TKIP or AES).
3.2.1.3 MAC address filtering
MAC address filtering is a security feature which allows you to specify which computers are allowed on your network.  Any computer attempting to access the network that is not specified in the filter list will be denied access.  When using this feature, the MAC address of each client must be added to the list in the router.

[It may be necessary to add both the MAC address of the X200 and the wireless bridge to which it is connected.]

4 Troubleshooting

4.1 Hardwired Connection

If it is suspected that the wireless connection is causing problems, the X200’s standard RJ45 socket allows connection to the network using a standard UTP network cable.

[Note that if a hardwired cable connection is made directly to a single computer then a cross-over cable may be necessary.]

4.2 Ping

The ‘ping’ utility is a software tool used to see if a network device is operating and also to see if connections to it are intact. A small packet of data is sent through the network to a particular IP address and the computer that sent the packet then waits (or 'listens') for a return packet. If the connections are good and the target is working, a good return packet will be received.

[Ping uses the Internet Control Message Protocol (ICMP) Echo function which is detailed in RFC 792.]
The ‘ping’ utility is provided in versions of the Microsoft® Windows® operating system.  It can be run by following the instructions below:
· Press the ‘Start’ button.

· From the menu, select ‘Run...’

· In the dialog window type command where it says Open.

· When the command window opens, at the prompt type ping followed by the IP address of the device to be tested.  In the example below the IP address of the unit being tested is 10.0.0.3 and the unit is replying.  If no response is received the ping application will display ‘Request timed out.’
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5 Operation

5.1 Single Client

The X200 Digital Video Recorder will allow file download to one client at a time.  During file transfer, any attempt by another client to download a file will be rejected or ignored.  A transfer can be explicitly aborted with a Timespace extension to the TFTP protocol and implicitly aborted if no acknowledgement is received in response to a data packet within 20 seconds.
5.2 TFTP

TFTP (trivial file transfer protocol) is a simple protocol used to transfer files.  The X200 Digital Video Recorder includes a TFTP server which follows the protocol as described in the following documents:

· The basic TFTP protocol 

RFC 1350
· TFTP option extension 

RFC 2347 (1782 ) 

· Block size option 


RFC 2348 (1783 ) 

· Time-out and transfer size options 
RFC 2349 (1784) 
5.2.1 Timespace Extensions

While the X200’s implementation of the trivial file transfer protocol follows the standards closely, it extends upon it to allow the client to interrogate the files stored locally in the recorder.  These extensions are:
· Explicit transfer abort

· Directory listing request

These are described in more detail below.

5.2.1.1 Explicit Transfer Abort

Since the X200 Digital Video Recorder only supports transfers to one client at a time, provision has been made to abort a transfer should either client or source become unable to continue.
· The X200 will assume that a data transfer has been aborted if no acknowledgement is received in response to a data packet within 20 seconds.

· The X200 will abort a transfer currently in progress if it receives an ABORT command (op code 7).  This will allow the same (or another) client to initiate a new transfer.
5.2.1.2 Directory Listing Request

The standard TFTP read request (RRQ) packet takes the following form:
	2 bytes
	string
	1 byte
	string
	1 byte

	Op Code (1)
	Filename
	0
	Mode
	0


The Timespace Technology implementation of TFTP on the X200 responds to read request packets where the Filename is either dir or dir,n (where n is an integer used to identify the index into the directory listing).

The response to such a request is a packet containing information about the requested directory entry in the following form:

iii/nnn→lllllllllllllllllllllllll→sssssssssss→cccccccc→mmmmmmmm→zzzzzzzz

where the fields are separated by tab characters (→) and they represent:

i - the index number of the file in the X200’s directory

n - the total number of files in the X200’s directory

l - the long filename

s - the short filename

c - the creation time and date

m - the modification time and date

z - the file size in bytes.

6 Data Transfer

6.1 Transfer Rate

The X200 Digital Video Recorder is equipped with a 10Mb/s network interface controller and this could be a limiting factor when using with a wireless LAN connection.  Current wireless standards include:

· IEEE 802.11g – provides networking with speeds up to 54Mb/s

· IEEE 802.11b – provides networking with speeds up to 11Mb/s

where these are maximum rates.  In practice, the rate adapts according to the S/N (signal to noise ratio) and the signal strength – the further apart the two communicating wireless devices, the lower the transfer data rate.
6.2 Transfer Range

The IEEE 802.11b standard limits the radiated power to 0.5W and in general a range of up to 100m is considered possible when there are no obstructions.  Besides distance, performance can be degraded by radio interference, humidity, air temperature, resource contention (if many devices are accessing the wireless network simultaneously) and objects that block the signal.

6.2.1 Antenna

Antennas direct Radio Frequency (RF) power into a coverage area. Antennas are available which produce differing coverage patterns and to maximize the transmission range, the design of the antenna connected to your card is crucial. The majority of supplied antennas are omni-directional - that is, they radiate energy more or less equally in all directions. The correct antenna for a site is chosen by determining the antenna that provides the coverage pattern best matched to the site coverage requirements.  If the supplied antenna is replaced with a directional antenna then a range of up to 3km or more may be possible although this will be limited again by any obstructions.

The increase in coverage within the RF beam width is called the antenna gain, and is measured in dB (decibels). Antenna gain improves the range of the signal for better communications (for both transmission and reception). As a general rule of thumb, each 1 dB increase in antenna gain can result in a range increase of 2.5% indoors or 5% outdoors. Actual results will vary depending on the amount and type of obstructions at the site.

6.2.2 Channels

The 802.11 standard defines a number of channels which operate at different frequencies in the 2.4GHz spectrum.  However, the spectrum allocation means that many of these channels overlap.  Additionally, interference from other devices in the 2.4GHz spectrum, such as wireless phones, bluetooth devices and microwave ovens, can make that part of the airwaves quite crowded.
	Channel
	Lower Frequency (GHz)
	Central Frequency (GHz)
	Upper Frequency (GHz)

	1
	2.401
	2.412
	2.423

	2
	2.404
	2.417
	2.428

	3
	2.411
	2.422
	2.433

	4
	2.416
	2.427
	2.438

	5
	2.421
	2.432
	2.443

	6
	2.426
	2.437
	2.448

	7
	2.431
	2.442
	2.453

	8
	2.436
	2.447
	2.458

	9
	2.441
	2.452
	2.463

	10
	2.446
	2.457
	2.468

	11
	2.451
	2.462
	2.473

	12
	2.456
	2.467
	2.478

	13
	2.461
	2.472
	2.483

	14
	2.473
	2.484
	2.495


6.2.3 Improving Transfer Range

The following tips may help in increasing the transfer range or the signal strength and signal to noise ratio which can help improve the transfer rate.

· Put the router or access point close to the centre of the area to cover. 

· Reduce the distance between the wireless devices. 

· Keep wireless devices in line of sight, as much as possible. 

· Place routers and access points high, and as clear of obstructions as practical. Try to keep antennas at least a metre away from metal fixtures.  Note that antennas on roofs do not necessarily give the best results. 

· Keep routers, access points, and antennas away from large amounts of water such as fish tanks and water coolers. 

· Put routers and access points near windows only if you want to communicate between buildings. 

· Avoid the weaker signals heading downward from routers and access points. 

· If there is a removable antenna, make sure it is fastened securely. 

· For outdoor mounting of antennas note that the coax RF cable should be kept as short as possible to minimize RF loss.  Note that the length of cable that comes with the antenna is often optimized.

· Put antennas as close to vertical as practical. 

· If there are possible interfering devices nearby (such as mobile phones or microwave ovens) try changing the equipment to use another channel. 

· If there are more than one wireless routers in range of each other, space the channels out as much as possible. E.g., for two routers, choose channels 1 and 11. For three routers choose 1, 6, and 11. 

· Use access points in areas without coverage. 

· In highly critical situations professional installers may be able to help by doing a site survey and following professional installation processes.
7 Glossary
	Bridge
	A device which forwards traffic between network segments based on data link layer information.

	ICMP
	Internet Control Message Protocol

	IP
	Internet Protocol

	LAN
	Local Area Network

	MAC
	Media Access Control

	Ping
	A software application used to determine whether two network devices are capable of communication.

	RF
	Radio Frequency

	Router
	A device in a network that handles message transfer between computers.

	SSID
	Service Set Identifier

	S/N
	Signal to Noise Ratio

	TCP
	Transmission Control Protocol

	TFTP
	Trivial File Transfer Protocol

	UTP
	Unshielded Twisted Pair

	WEP
	Wired Equivalent Privacy

	WPA
	Wireless Protected Access

	WLAN
	Wireless Local Area Network
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